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1.

Governance
& Culture

2. Strategy &
Objectives Setting

3.

Performance

4. Review &

Revision

5. Information
Communication

& Reporting

Sepo

S—

1.1

12

21

2.2

3.1

3.2

@
w

5.1

5.2

%’Naneﬁﬂ‘ssLﬁuNan’liU%WﬁﬂﬂuLaﬂ\‘luasmimu@w‘l'lsﬂu (Risk Management & Internal Control : Risk &IC

Exercises Board Risk & internal

Control QOversight

Establishes Operating

structures

Analyzes Business

Context

Defines Risk Appetite

Identifies Risk

selects and develops control

activities

Assesses Severity of Risk

Reviews Risk and Performance

Pursues Improvement in Enterprise Risk

Management

Communicates Risk Information

13 Defines Desired Culture
14 Demonstrates Commitment to Core Values
15 Attracts, Develops, and Retains
Capable Individuals
23 Evaluates Alternative
Strategies
24 Formulates Business Objectives

34 Prioritizes Risks

3.5 Implements Risk Responses

3.6 Develops Portfolio View- Risk Correlation Map

& Portfolio view of Risk

. Assesses Substantial Change

Leverages Information and

53
Technology and Early warning

system =]
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what's important: Enterprise risk management is as much about
CORP | performance S understanding the implications from the strategy and the
possibility of strategy not aligning as it is about managing risks
e o, o to set objectives. The figure below illustrates these considerations
% in the context of mission, vision, core values, and as a driver of
an entity’s overall direction and performance.

&0

STRATEGY,
MISSION, VISION & ; BUSINESS

ENHANCED

CORE VALUES : OBJECTIVES, & PERFORMANCE

PERFORMANCE

RN
“s0y5 fporens®

Enterprise risk management enhances strategy
selection. Choosing a strategy calls for structured
decision-making that analyzes risk and aligns

resources with the mission and vision of the

Enterprise Risk Management—Integrating with Strategy and
Performance clarifies the importance of enterprise risk
management in strategic planning and embedding it throughout

an organization—because risk influences and aligns strategy and
performance across all departments and functions

organization.

ENTERPRISE RISK MANAGEMENT

MISSION, VISION STRATEGY

y BUSINESS ) IMPLEMENTATION ENHANCED
& CORE VALUES 4 DEVELOPMENT OBJECTIVE 4 & PERFORMANCE VALUE
4 FORMULATION /

y

Governance
& Culture

Strategy & Performance Review Information,
Objective-Setting & Revision Communication,

& Reporting



1. Governance and Culture

ENTERPRISE RISK MANAGEMENT

r

§5TUINUIALAZIEIUSSSUDNANS

MISSION, VISION STRATEGY BUSINESS IMPLEMENTATION ENHANCED
& CORE VALUES DEVELOPMENT OBJECTIVE & PERFORMANCE VALUE
FORMULATION

1. Governance &
Culture

The board of directors provides oversight of the strategy and carries out
governance responsibilities to support management in achieving strategy
and business objectives.

The organization establishes operating structures in the pursuit of strategy
and business objectives.

The organization defines the desired behaviors that characterize the
entity’s desired culture

The organization demonstrates a commitment to the entity’s core values

The organization is committed to building human capital in alignment with
the strategy and business objectives.
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Process
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3) drludesnsuazAnaune
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2 WWULLUN CG
-

- 1

2 WAULUUN HA

NSTUIUNISASINESTHINUNA (Governance)

Sl

asun lugnsUfus

drgauitigadovinisatiuaiuany

AsUBIU

A2941999AUI=NaU GRC

GRC CAPABILITY
MODEL ELEMENT VIEW

L1 External Context
L2 Internal Context
L3 Culture

L4 Stakeholders

A1 Direction
A2 Objectives
A3 Identification

R1 Monitoring
R2 Assurance
R3 Improvement

A4 Assessment
AS Design

PERFORM
Controls Incentives
Policies Notification
Communication Inquiry
Education Response

OCEG, Permissian by OCEG Is required for repr

WuInNN G R C o1ulidnNannuue ’

NuUMmMnATUINANS

finnsnumulouisiifuguaianisia
11505115AULA8Y UATNISAIUAN
melu (GRC) WioWimneauiy ulouny
Sugiiieadowavesdns
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AwAuniely (GRC) sanmin1simuandnnislunisiiuua Risk  Appefite  (RA)
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AMEZNSSNNISALTigTav
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GRC CAPABILITY
MODEL ELEMENT VIEW

L1 External Context
L2 Internal Context
L3 Culture

L4 Stakeholders

A1 Direction

A2 Objectives
A3 Identification
A4 Assessment
A5 Design

R1 Monitoring
R2 Assurance
R3 Improvement

PERFORM

71 Controls % Incentives
'Z Policies & Notification
©2 Communication 77 Inquiry

P4 Education 7% Response

© 2015 OCEG, Permission by OCEG is required for reproduction and/or use of material

GRC

nIsnKuauUlgugni
AdWIFouTova:AoanAoviU
ulouneIGusfiunuItiu
msgsmwmsﬁu 3 180V AV

Governance Risk Compliance
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1

Governance and Culture

555UAUIALAZIRIUSSSNDNANS

1.2 Establishes Operating
structures (Tﬂiﬂa%"lxittaz
UNUIMMATNT)

1)

2)

3)
4)

S)

TRIS.

CORP
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é’miﬁ'ﬁussmmﬁu,azi’musssuﬁaﬁuagumsu’%msm'\uLﬁﬂa (Culture)
nsfinuanszuIunas/diiunasadeannuaseutinifisaduaiudi e
wsaA11u§Audlaveenisusuisaudsddusedns Asaunauna
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fin1slimaugdugusuis (3 Suduusn) wazwineuiifieado (Risk
Owner) wagUszifiuaugaudale
nsrUIUNIS/dnliunisadeanuaseuiniisafuaaudidey/anug
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ructure and Reporting Lines

Risk Management Structures




TRIS. <. Szo¢
CORPI ls?'e:ﬂ;rmance 56@0)

Risk Culture

Culture

Instilling more transparency and risk awareness into an entity’s culture requires actions such as:
) Implementing forums or other mechanisms for sharing information, making decisions, and

identifying opportunities.
Figure 6.1: Culture Spectrum fy 9 opp

Encouraging people to escalate issues and concerns without fear of refribution.

.
_ e  Clarifying and communicating roles and responsibilities for the achievement of strategy

Risk Averse Risk Neutral Risk Aggressive and business objectives, including responsibilities for the management of risk.
e  Aligning core values, behaviors, and decision-making with incentives and remuneration
models.
) Developing and sharing a strong understanding of the business context and drivers of

value creation.
: ®e0 o O (X
o ‘o 0 (o) —
Including . 0 (S) () ; Challenge Speed of
;n(egnzy:nc %O OO :o. . Q0 .. . % J % response
raud risks 0 : =
© .

®e%° Jo
" 4 Acknowledge- Responsi-
pek s
" Risk

Internal control

Hard
controls A
Risk
Culture Culture
Training Monitoring Whistleblower guidelines Ethics hotline Communi-
cation
oontrols Trans-
instruments Code of conduct Performance reviews Communication
Tolerance
Soft Risk Culture o o
controls insight

Source: Deloitte (2012) ‘Cultivating a Risk Intelligent Culture: Understand, measure, strengthen, and report’
Source: McKinsey (2015) ‘Managing the People Side of Risk: Risk Culture Transformation’

Source: M. Kaptein, Professor Business Ethics at Erasmus University, Feb 10th, 2017
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#ldann1541529 saufiewanisdnsaadediuaintidiunt e s1nuanis
drsr9asanion udwdirasiladuasidnga

19



4)

S)

RIS,
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\dgafunanauunu/usegalalunisuszifiuguinisudasseduasig
daL9u (Incentive)
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Enterprise risk management’ is defined here as:

The culture, capabilities, and practices, integrated with strategy-setting and

performance, that organizations rely on to manage risk in creating, preserving, and

realizing value.

'Souce: Enterprise Risk Management — Integrating with Strategy and Performance 5020 , june 2017
el
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MISSION, VISION

& CORE VALUES

ENTERPRISE RISK MANAGEMENT

STRATEGY BUSINESS IMPLEMENTATION ENHANCED
DEVELOPMENT OBJECTIVE & PERFORMANCE VALUE
FORMULATION

\

\—g STRATEGY & OBJECTIVE SETTING

6. Analyzes Business Context:
The organization considers potential effects of business context
on risk profile.

7. Defines Risk Appetite:
The organization defines risk appetite in the context of creating,
preserving, and realizing value.

8. Evaluates Alternative Strategies:
The organization evaluates alternative strategies and potential impact
on risk profile.

9. Formulates Business Objectives:
The organization considers risk while establishing the business
objectives at various levels that align and support strategy.

2. Strategy & Objectives Setting
N1SHiIMUaLNsANAaSHAEIngUSZaNA/

WadszavAlagnsAans

2. Strategy &
Objectives Setting
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N5EUIUNISNISSEULUUUI8NISUSHISANLAYN (Risk Appetite :RA))

q

Process . .

nsguaunaslunisiavuanuideeiioednssauduld (Risk
Appetite: RA) ludnumgaasseduiiluiivune (@nder) wsedae

(Risk Appehie) Llﬁuﬂﬂﬁ‘n‘lﬁuﬂ‘ﬂ’NLUEJ\‘LUN‘UE!\‘]%’X%GIUﬂ?ﬂNLgEJ\WI

avAnspanduldiu (Risk Tolerance: RT) ﬂ'liﬁ'\vlﬂﬂﬂ'liﬂﬂum

1l N193:Y Risk Appetite WAt Risk Tolerance IAUAIUNTALARAYIE

a oo

nsdoarsuazdignen RA RT goKiidu NUMUAITUIUANS
lddmdsiniiordes Ndoandavanuag
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a = l S - .
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« e
a9rN3 beiag19UmLaU (Business Objective)
o o= o o o oy - ,
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finsUsziliulsEAnsuaroun1sitiua sl
RA RT #idenadeviuimanessdns
L (Business Objective) Afinswasuuas
F19819N15A1UURA RA AT Milaulosiulduunuasmng svwinatldiunta uasindeyaltldide
Usudgenszuaunisy

l‘ﬂlau‘[ﬂ\‘] Conceptual Model: ’

= Risk Appetite Lla¥ Risk Telerance

UsznmAanEeg
(5-O-F-C) ,-——-——-—§
A Y
) _ = - E:>'

v - LLNqu‘ﬁF‘qam% (Risk Factor)

- o

Wil S naand ad Unayns

Risk Appetite/ Risk Tolerance ﬁﬁwuwammn’imqﬂi:mﬁl‘iq
§33 Business Objective lauauNsaszyladndu strategic
Risk/ Operational Risk/Financial Risk Wiz Compliance Risk (S-
0-F-C) WiaUssmAT s senuiiwue

o o 3 o
YUY INADIMLE B IvIAN

(KRI) $2@UDIANS

Fuddl S

o o .
PNUUUIAA DAL LA ILNTTEIL

- LLNULL?J‘U‘V] ﬁi 1 qs] [ Risk ?Rp:z)eﬂte ] [ Risk 'I'(c;l-:)rance ]

ﬁmﬁﬁ'}'ﬂﬂmulﬁuw’huu,ﬁﬁiﬁ NI
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2.1 Analyzes Business Context

(MsAasizissia) (Usauluiidanisiauuudenagns
-N15ASIPRFSHINISTINUNUBINALNS WiTogag-n15IAsIzRanIWLIAADN

(Environmental Scanning)

2.2 Defines Risk Appetite

1)

2)

3)

4)

S)

(msssqLi"J'lvimsln'lsu%msme?im (Risk Appetite :RA))

nszuaunslunisivuanmdsiiovdnsoansuld (Risk Appetite: RA) Tudnemzvaesedui
Wudvune (Adien) WSevae (Risk Appetite) wagnisinvuatiadgaiuurasseduaiudsi
avAnseanduldiiu (Risk Tolerance: RT)

n1552y Risk Appetite uag Risk Tolerance lasauisaudadliiiuianinudaulss/anu
deanasunutluuie/Sagusyashvevevansidagedarau (Business Objective) wavdiluiiv
ﬂ’s’mma\‘lmi’ua\‘lNuaﬂulmLaﬁwnnau fowlinisa1gnen Risk Appetite/ Risk Tolerance ‘VI
ﬂ"IEJ‘VIElmﬁ]’]ﬂ')mqﬂiuﬁ\‘lﬂ@\ﬁiﬂ? Business Objective Tmﬁaﬂuﬁn'suq\lﬂ’ntﬂu Strategic Risk/
Operational Risk/ Financial Risk wag Compliance Risk (S-O-F-C) uSaUszianAa
ANAT A

sautafinszuaunislunisdoansuazdnenan RA RT dodiidulddrndsiiiendas Aaaandos
suavgvadaziiadeidsiidivua

n1safiunisiivua Risk  Appetite  dovdaanasviutiuunsvaveeansusyi1Uvgd
(Business Objective) ﬁssﬁluuwqusmam% (wHuszaze1?) wazuuuluitinisusednt wasl
n1situue Risk Tolerance Tasfinnuaaandasfiuszduvavasdnsiisanlimdsuvuldiszylu
wnulansusednt wialuariidunisouifonamenssunis
finsuszifiudseansuavaunisiiuuaan RA  RT fideandssiuidunigoedns (Business

Objective) MAn1silABuLassEnIndldiunia wazideyaldlfiioUsudsensyuaunisy

TRIS.

2. Strategy & Objectives Setting
nsfuagnsAansuazingUsyaaa/
WdszavaBaansAans

nszuaunslunsitvuaingussavads
YNSAEEST ULATANSAIAAT NI1SITNUHUNITANNY
fddry Mdoalay
fun1snsEUIUNISUSUISANNEENDNANT SIN
nstiruamungnisusuisauds
(Risk Appetite)
#saandosiuiilszasa/imvungvavavans
SAUTNNITAYAANANDIANTAIINITUSUNS
AL
Value Creation uag Value Enhancement 1Rl
AunsanavauanaziFoulasiuiaguseaedide
YNSANARS
naza¥rayaanialiiueedns 1d
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Risk appetite is the amount of risk, on a broad level,
an organization is willing to accept in pursuit of value.
Each organization pursues various objectives to add
value and should broadly understand the risk it is
willing to undertake in doing so.

Develop/

Revise
' Risk
Appetite
( Communicate

Factors to consider in setting Risk appetite

Overview of Considerations Affecting Risk Appetite

Existing The current level and distribution of risks across
Risk Profile the entity and across various risk categories
Risk The amount of risk that the entity is able to
Capacity support in pursuit of its objectives
Risk
Tolerance

Determination
of
Risk
Appetite

Acceptable level of variation an entity is willing
to accept regarding the pursuit of its objectives

Attitudes The attitudes towards growth, risk, and return
Towards Risk

Source: Dr. Larry Rittenberg and Frank Martens . Understanding and Communicating Risk Appetite, Enterprise Risk Management.



TRIS [, Scpeo.

CORP |Pperformance =

Risk Tolerance

Management
sets
OBJECTIVES
with board oversight.

Management sets
TOLERANCES
around risks acceptable at the
organizational unit level
or functional unit
level in measuring the

Management, with board - : .
J achievement of objectives.

review and concurrence,
articulates a
RISK APPETITE
that is acceptable in pursuit
of those objectives.

Risk tolerance is the risk exposure an
organization determines appropriate to take or
avoid. Clarity enables an organization to know
with certainty what risk exposure it can take

and what risk exposures it must avoid.

Determining risk tolerance involves applying judgment giving careful consideration to five key factors.

Your organization’s attitude toward taking risk.
+* Your organization’s goals

#* Your organization’s capability to manage the risk.

+* The Cost/benefit of managing the risk.

+* Your organization’s capacity to absorb the impact of potential loss related to taking the risk.
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Cascading Risk Appetite

Example 7.5: Cascading Risk Appetite

Mission: To provide
healthy, great-tasting
premium organic foods

made from locally sourced
ingredients.

Strategy: To build
brand loyalty by
producing food that is
delicious and exciting,
that people want to eat
because it tastes good,
not because it is good
for them.

Business Objective:
To continue to develop
new, innovative prod-
ucts that interest and
excite consumers.

~ N

Business Objective:
To expand our retail
presence in the high-
er-end health food
sector.

Vision: To be the largest
producer of sustainably
sourced organic products
in the markets we serve.

Core Values: We work to
achieve a healthy environ-
ment that is sustainable.
We will use ingredients

grown only in natural com-
posts, non-altered crops,
and soil rich in organic life.

Risk Appetite: Brand is essential to us. We have a
lower risk appetite for making any decisions that chal-
lenge our brand. We will not make decisions that put
cost above our core values, product quality, or ingredi-
ent choice. Nor will we make decisions that put growth
above sustainable operations. However, we will strive
to be innovative to develop products that meet custom-
ers’ preferences and accept risk viewed as moderately
severe (or less) that leads to impacts on brand.

Risk Appetite: We will continue to strive to be inno-
vative and find new tastes. We understand that such a
focus has a more moderate risk profile and will manage
the risk of failing to develop new tastes our customers
desire with the opportunity to enhance our product
offerings.

Risk Appetite: We will not make decisions that compro-

mise our brand by using products that are not certified
organic. We accept that this may increase our cost.

J

_\
Risk Appetite: We value our brand as a premium

product and will focus only on those retailers that share
our core values. We have a lower risk appetite relat-

ing to decisions impacting our retail presence. We will

only accept risks that impact retail presence where

we believe that we can increase the long-term value of

the company and those retailers share our values. We
understand that making decisions in this manner may

Figure 7.4 Risk Appetite, Tolerance, and Limits and Triggers

Appetite

Tolerance

Indicators and
Triggers

Applies through development of strategy and setting of objectives
Focuses on overall goals of the business (objective-centric)

Aids in decision-making

Aids in evaluation at the portfolio level

Ties strategy to measures

Applies in the implementation of strategy

Focuses on objectives and variation from plan (objective-centric)
Aids in decision-making and in evaluation

Ties strategy to measures

AN

Applies at any level of the business
Considers specific risks, usually in isolation (risk-centric)
Ties risks to measures (e.g., key indicators)

AN

affect our sales channel.

A1 RA RT Unidum
TaAktvN9:s:UlA
doanaovaiu KRI
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ANSZHAU 3 AW BSC (Anuiau luNusnausiaIn

N334 Risk Appetite LWAT Risk Tolerance

donAaavAU iU s aeA b Uy NSANERS

5euz817 [EUAUYNSANERS Assyluusazl)

ynsrEns Nasyluusia:d)

°l14 Balanced Scorecard E]\‘iﬁﬂi]

ANU1505N¥ISZAURINUATINNT I LNNSES1NAINUITLANN 19N 15631 L1

RANTIWNSIAUSNTS UseBnSaiwnissiiduaeu (miuwsau

A6 3 AU BSC (nkau LuaAuLnaUus IR

U Balanced Scorecard 94ANS)

ANSZAU 3 ANU BSC (MNnLaau Loeusneuna

°l14 Balanced Scorecard E]\‘iﬁﬂi]

NISHT

Impact/Likelihood

RA /RT

PUINL

1

2

Key Risk Indicator (KRD

—

a

Risk Tolerance (RT)
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2.3 Evaluates Alternative Strategies

(MsUsufiumadensazivuagnsaians) - Usuiiulwiadenisaiwuwdenagns widedes-nis
finvuaensAdns /nagns (Strategic Formulation))

2.4 Formulates Business Objectives

1

2)

4)

S)

(Msdvuataguseavalunisdnilugsiaiweasayaaninliivaedns) - ludiunisiivua
Business Objectives Usziiuluiidanisaeuuudunagns waidades - nsiuuaingusyaeiide
gnsANAans (Strategic Objective)

1151 Value Creation WAz Value Enhancement LialiiFaulasdufaguseasddeemsanans luns
duuduisuagadrayaanialiiuadns 1d

nsseymgnasaintduleniavevgsie Feiiauduiusiunisseylania (Opportunitylly SWOT  vav
ovAns uagldfinisiiaseiieiadoidsvvaananisaidenann waziwmndinszuiunisusuisanudss
aussailiszduanuguuseesdatoidedundranas drenisiiasigianwiiadenienislunay
meuangsiadnade ndvanildinisudunisanudewnd saufuauenuenssunis sa. 1iooyila
nsfinuarauusIsAudssdmduaudssidanalunisiadreaudulaienisiusdnsusianis
13814 (Learning Organization) uaglddniiunisanuuuunisuinsanudsdendnasudou seduaiu
quusevevautdgeiidanalunisiafrvaruduladenisifusvdnsunenisi3oud (Learning
Organization) aaadldansdvsigitivue

NSEUIUNIS/GEUNISN15hT Value Creation wag Value Enhancement AA11NADAAADNAUNSZUIUNS
fuuaduniudeansarans YagUssavAldvgnsanaad unugnsA1ansavAns saufaununiuni
Wt 1y waueu KM 1fudu

fin1sUszifiuds¥An3wav09n159in Value Creation uag Value Enhancement tialviidoulegviu
FaqusrasABagnsaans lunisiuiuduisuazadeyadniuliiuovan fdeandosiuiimuigsvdns
(Business Objective ) sauneinguszavAidegnsaans uavgnsaaas nanisidsuudasseninedld
wun1a uaziindeyaluliiauudsenszuiunisy

2. Strategy & Objectives Setting
nsiviuagnsAdasuasingUsyava/
WuseavaBgnsaans

2.4 Formulates

Business Objectives

(nsimuaiagussavalunis
duilussiatiaadrayadiu
TWfuaAns)




3. Performance

(NSLUMUNISUSUISANLASN)

3. Performance

ENTERPRISE RISK MANAGEMENT

MISSION, VISION
& CORE VALUES

STRATEGY BUSINESS g IMPLEMENTATION
DEVELOPMENT OBJECTIVE & PERFORMANCE
FORMULATION

—@ PERFORMANCE
o -

10. Identifies Risk:
The organization identifies risk that impact the performance of strategy
and business objectives.

. . Assesses Severity of Risk:
The organization assesses the severity of risk.

. Prioritizes Risks:
The organization prioritizes risks as a basis for selecting responses to risks.

. Implements Risk Responses:
The organization identifies and selects risk responses.

. Develops Portfolio View:

/ The organization develops and evaluates a portfolio view of risk.

Kk o a a @ a a a o [l v Y
INUNNISUSLLHUNANUSZLAUTDINITHINSTUNNNLANIIN 5 dNAUSENaULD8UNAY

N15WIITUIAMULNEIWDVDNNAINTSHAIUAN (Design Control Activity)
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ﬂi”U?uﬂ‘]%"’luﬂ‘lﬁ‘iz‘Uﬂ?‘mtaﬂ\ﬁ“’ﬁlua\iﬂﬂi%ﬁﬂﬂﬂﬁiNﬂUﬂ? gLan

ﬂ’]’]NLaEJ\WIE]\‘iﬂﬂiﬂ’l‘lriuﬂLlauﬂﬁiﬂ’liﬂuﬁl‘ﬂiwaﬂﬁﬂﬁﬂlﬂ\‘lﬂﬁﬂﬂtwtl\‘lwa
VNNITAIVAN

1) Aansunindarududatdifudesiuntssuduianises
avins TaudosdinisRansuniuniirsauagy seaintasuniely
Uadunuuan qwﬁmami‘uﬂn{]wmuﬁéﬂﬁng'uma\:ﬁni Jndau
ATwFBINsATIANA e ETiduldd Y F Taidndy
48989HN3 (Inherent Risk) (RBTMUA Risk Universe

2) FasunUs:Ansuavasntsmiuaunuly Teiaudeulusi
WhnessAnTuesesdng uassnunsuaAsimdanle
szuidaiudusiviasgludiouniniuiisaduldidae

ol

-t'_"l-
- Lmuuwﬁmﬂm I ANDS
m\m wmm"um
—E05— .
v - UlYUTY LasENTNLIREDY
V -

NYUan

nsguIUn1IsNIsseydadeden

Sl

a oo

asun lugnsUfus

msdnenoaAudsesedusedns Tdfudns ﬂ
unsuiiavey uaslinssryanudsdlusedu

418471 N5095UAINLALNBNANTUAY

Qﬂﬁﬂﬂﬁﬁl{aﬂﬁﬂi LAZILNINIUYDN A8

A9819n195:yUaTuIHU (Risk Identification) NATBUARY

ePA  Risk Universe

NuUMmMnATUINANS

dnsusziiiudsyansuavoenisseytade
LAUNSEAUBNANS WATSYAUATENTY LAY
ihdoyalUlfiioUsudgenseuiunisy

m'mnﬁm

4.
Vimiioay

(Residual
Risk)

Corporate Risk
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(NSTUIUNISUSUISAIIULAN)

nsszydunsulunissryanudssseduavdnsiidonndos
fuusziamanudseiiovAnsivua Tasdesiansuning
anudgdatiiifisrdoiugnsanans ddnie wazns
giiufian1svegavAns (Risk Universe) nasfinviua/
Uszifiufianssunisauaunisluiinseuagauiianssuvos
99ANs n1suszifiuszduausunseavaudodasnis
lHgudoayalusdalunisiiarsun nisdadrduainuddoy
Tun1s3an1sanudseszduavdns sudunsaiiluiovug
wulun1s3anis/mavaussarnudesiFoslaeiuianssu
n1sAruguneluisl wazduiusausvaildiivualy
n1sdaiinisusuIsAuAsN RNy (Risk
Correlation Map) 'i':m‘i?l%\‘imiﬁ'mu’uﬂu Portfolio View of
Risk) 1ali§inavAnsaiunsniiasiginazusuisanu
\devldasunszurunisiia Aanunsaadeanuilanis
ussaiilmnngaAns

3.1 Identifies Risk (n1sszyilaseiden)

nssryanudseseduasansideandaviulsvinnanudssiiesdnsimue Tagdos
#91saurinfianudsdadreiiiigadesiunisdniiuisnisvevesdns Tasdoviinis
fnsauiinnfiasoungu weanilatenislu dasenrsuen gnsaraaduasivansi
AdeyvavavAns 9adou  AudoeniIsAIuAtaniuadidulddrwds dr3Tan
d41Ayvo489ANS (Inherent Risk) \Was vum Risk Universe
AmuaUseAnEnara9AULTEaWa199NI5AUAN SINTNISRINTUITesEdUAIN
\HoviinAong (Residual Risk) ndwaniasaunlseansuavounisaruaunisly Tasd
anudanlpaiuimingsednluavovdns uazamnsaudasienudonloesening
Hasidsviivdoagluliouniulivsaiiulddaou dnrsussiiudssansuavawnn
dumou uaznniuneuldUszAnsuanuidmua finisdoarsiladedeviifinisszydo
Wsuie¥au (Risk Owner) figadav
nszurunislunisaneneaniudseseduavdns Wifuangvuiduiavey waziinis
ryardsvluseduaioiu fisevfuarudevesdnsuazynsatansoudns uay
WHNTUIBNAENTY uananil nsdifl s4. HuTEngn doviinisduuaninudevovdns
finsounAgu
nsdniiunisseyanudevevdns idoandasiiunszurunisuagianssuaruguaisluy
nszurunsUsuiiiulseansuanisaugunisly  sauenisiansandeszduainude
fwdoas (Residual Risk) wdvannisarvaunislu Tasfianudanlaeiuiivung
UszdnUuavavans uazausaudaniivarnudeulossenineiadoidssimasnglud
Aaunthiuliuszaiulddaiou
finsusziiudseAnsuavasnissryanuidseseduovdns uazirdayalulfiiesuse
NTEUIUNITY
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Idea

Solution 3 é@ Q .

T Risk Identification : Tools
1. Documentation reviews
2. Information-gathering techniques [
Brainstorming [
Delphi technique [ Identify Risks Techniques
Interviewing [
Root cause Analysis 1
3. Checklists
4. Assumptions analysis
5. Diagramming techniques 1
Cause-and-effect diagrams I
Influence diagrams [
System or process flow charts
6. Strengths, weaknesses, opportunities and threats (SWOT) analysis

7. Expert judgment
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AI8u19n155:yUaquiu (Risk Identification) NATBUARY

) .
ALY \ WHUNS

Sl uIvsaTl
fimdooy

\fiys

(Residual

Risk)

e Y

el Corporate Risk
_@wPA  Risk Universe
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nsfimuanagiaufianssunisauau tieatuanAMudely
WEAZAINTSNVDIDIANS
finsrurunislunisUsziiuadaigawsussyuunISAIUAN
aelu Usznaunisseyiladerdevszduovans nasynanseud
n1sUsziufianssunisaiuaulsenaunisiiasisidadeide
szdua1evu ldasudiunnaiganu

nnatgeuinisUsziiufianssunisauandsenaunisiias e

Hasmdavszduarsaru ldasudiunnangaru n1sdsziiu
UszAnswavawnniuaou uaznniunaulduszsAnsuaniui
finnua (A1NAsUnIuvaNdady , NnTEUIUNIS |, wanEe |
sTevIaRnaILaSe)

fanssunismiuguitivue finsysannisiunszuaunisweun
waluwlagdadwalunisiiszuuimaluladidna snwmuifianssa
N15AUAN LALAINTSUNISATUANADAAADINTULNUNIU/
wwuludnisusgindaieados
finnsnunaufanssunisarvanssuined 1ielidanssunas
Arvpududrunilevavunuerudanisainudeeiatuayul i
AMudssussgeavaneiidivue
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nsfimuanauiUseifiussduauguuss olwddania waguansenunensie
Hadendes

nmsivuanuRlsuiiuseduanuguese Taanisldgrudoyaluada wsa n1s
A1anisailusuiaatiisUsznaufiunisiinuassduarugunsevandazilase
VA e ﬁaﬁnwﬁmumzﬁ’um'\u?uuw (on1d wazwansenu) dovduwusiv
vauluaseduadeviiovdnsainisaduld (Risk Boundary) iesadidu
audsy wasdrnuadmansludeseduaruguuseiiaianivvaennilade
\dedldadredaraunisdniiunasussiiuseduarugunsesraiadodald
ASUSIUAINNSEUILNS AR
finnsdearsinudinisUssifiussduarnugunseoaudazifaderds do
WSuliavau (Risk Owner) Mgt

nsfinuasgduaugunse farudeulaviugudayasednslunislészuy
walWlagddnalunisinszuumaluladadna uwauinisivuainuiinsydu
AMuTULSY tivedmuadugudoya
n1ssIgNIURasEAUAIINTULSsIandaz e davsiglasuna LRsudy
Wanunefiaianis wieuiiasieideilgui/guassa wazuuimsiinzussats
Wvnng waglinnsuszifiudsz@nduavanisitviuanundseiiuseduainu
sunse Malwdalona waswansenuuazindayallfiieSulgenszuiunisy
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1) nsfrvuaveulasEduAINLAgsiavAnsainasaduld (Risk
Boundary) nﬂsﬁﬂwuﬂssﬁﬁﬂaﬂutﬁaq(ga Uaunas ﬁq) nay
nsdadduanudsy vavudartasaidss waznisTaiiununw
AMdeN (Risk Profile)

2) nsgfiunisarudunouiidrfuasudou uaznnﬁhmauaﬂuqsm
Huluanunszurunisiiinviua

3) NMSHARNNANISTAaGUANELY wags18vIuasglasund

4) msg‘zmﬂmsﬁmumauwmzﬁumwLﬁlmﬁmﬁnsmmsn%’u‘lﬁ
(Risk Boundary) nsiIMUASEEUAMNLA Y (g9 Yrunane s"i'l)
fuddsvavd waringUseavAldaansAansvaNaNAns wagaAn
anudsfizensuld (Risk Appetite)

5) nsUsziiiudseAnsuavasnniunou wagnndunsuldUsyansua
auAt1vue (ANAsUSIuvaedasy , nsruIuns , wawda
srazaIfingdage) n1susziiudsyansuavaunisnisiiiua
vauuasrduANLAsviiavdnsainisaduld (Risk  Boundary)
warn1ssasdualdsy vevudardeduidey waznassana
uwunwANLIAeY (Risk Profile) uazindayalilfidousuise

NsL¥UIUNITY "



1) nsivue/dadanisnissanisdeninudas (Mitigation) ﬁszq‘l’i

2) H915UIBNIENIS/uuuaudanisadsaiioaananseny wioan
Tonafiazifia samminszuIunIsaznaninaeilunisusziiualdane
waznalselawinld (Cost Benefit) lunisdanisaudsdlunday
n1aden lunnanudsvilludsss (Residual Risk) A1un153ad1&y
anudadunisitiuaduanudssseduasans wazasUidunmuinu
Sanrsanudsdundasanudseseduaeans

3)N1SRIMUALNURTUNISHIISUILHUIIU/AINTTUNISAIVAN
(UsgAnsuanisaiuaunialu) Fanfunisiarsaiadivua/daden
FBnsdanisaudss lunrsdadenisnissanisanudseiidaion

4) N1TYSUINITNIS n1si1Mua/dadanisnissanisdeninud e
(Mitigation) fiun1s3taseiaad ENIBIYSUINTS (Risk Correlation Map)
WAYNSEUIUNISEY 19U n1simuaianssunIsAIUAN weuUF TR 5619
fiflaadae sIMTINIS0NLUUSEULNY (Work System) WAZNSEUIUNNS
(Work Process) Tunsansiiuanuvavavans tdudu

5) finsuszfiudsransnavasnistvua/dadandisnissanisdannud s
(Mitigation) uazindayalUlfiieususensyuiunisy
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(NSZUAUNISUSUISAIIULAEN)

3.6 Develops Portfolio

View
(msu%msmqmﬁlmuuu
ysauInN1s (Risk Correlation
Map) uagni1s3mann Portfolio
View of Risk )

]
a

nIstIMuansEUIUNISIUNIS RIS ivAaNduTuSva A E Bk azNansENU
fisgwinaniasausney neluavdns Tae Risk Correlation Map wa4avAns Al
m’iﬁmummmgl’ua\‘im’mt%ﬂunnﬂ@%’mﬁm RAZAINITANTRUASEAUAIY
sunswaandazavalunndatoidee n1siasiziauduiusveeiaoide
wazdue N15AIATIERRANsENnUTldaTuanazBeamunwsenieiade
LﬁﬂaLLaswanssmumaqaﬂLw@ LAENSEUIUNISIUNITUAAINAGINATIINTULRNUNIW
Risk Correlation Map wazinlUivuauwudanisaudss

N1561183UN1590%1 Risk Correlation Map va4adANS lARINNSEUIUNISASUNIU
wazdnineusIniudrvasaude (Risk Owner)

NS IMUANSELIUNSINNS A 1AS e WS vaaAHd e (Portfolio View of Risk)
Taguunsiasieradiusanudaauuvasanudssisonsuld (Risk Tolerance)
Tundartadaday fudranudsavuwvasanudseiigensuld (Risk Tolerance) Tu
SYAUBNANS wAENSSaRuuUsaasiinzan/iuuustassdananlfldlunsus s
anudslunwsin iiesziaufivradsauuiiseglidefowdnsamsnsanisld
nsAsansuaraseaudlaiu Risk Owner lunisfiansantuanuduwusvasainu
Fennazuansenuiifiseinaineausieg nelusedns Tag Risk Correlation Map
YDNDNANT
finsusziiudszansuavaunisimuanisiasanivanuduwusvaeanudsanay
wansgnuidsenitmiienudg nnelusans lag Risk Correlation Map uazns
AT ENNWSINVDNAME LN (Portfolio View of Risk) ¥8NavAns waziindeyall
ThileUsulyenszuunisy
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F28819 Risk Map: Conceptual
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F1l.1

F2.1

F1.2

Fl.3
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(NSNUNIUNISUIUITAITNLA BN)

ENTERPRISE RISK MANAGEMENT
k{ 4. Review & Revision

MISSION, VISION STRATEGY BUSINESS ) IMPLEMENTATION ENHANCED
& CORE VALUES DEVELOPMENT OBJECTIVE & PERFORMANCE VALUE
FORMULATION

E REVIEW & REVISION

15. Assesses Substantial Change:

The organization identifies and assesses changes that may substantially
effect strategy and business objectives.

16. Reviews Risk and Performance: - /
The organization reviews entity performance results and considers risk.

17. Pursues Improvement in Enterprise Risk Management:
The organization pursues improvement of enterprise risk management.
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Historical
shortcomings

Organizational
change

Risk appetite

New technology
RISK MANAGEMENT - PROCESS FLOW

Risk assessment

Risk treatment

- Risks to Accept risk
Identify risk p
be treated i+ :
Analyze risk g‘lgrl)g;:; ;s;

Evaluate risk escalation

Continous monitoring Risks/activities

Threats/ decided to
opportunities F°'|°Wf”P be monitored
- Compliance -«

assessments

Risk categories

NuUMmMnATUINANS
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Peer
comparison
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4. Review & Revision

(NISNUNIUNISUSHISATNLABN)
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4.1 Reviews Risk and Performance (n1snuniunasdsulsana

NISUSHISAITNLALN)

m’iﬁ’mumnwuqumsﬁlumsmUmauuagﬂ%’uﬂg\imam’mLﬁﬂqaﬁﬂLaua R PV
anwwaaasnfitasundasld Tonraimiiedu wislunsdfinanisuSursanudals
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LﬁﬂqﬁqiuL%qmaqisﬁuﬂ'a'ms;uu'i\‘i wazAanivinne (Risk Appetite) fifvua wiou
S1ENIUNANISE N BUNIUVENENANS (Performance) Lialia1N150 A1 UsELE N
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n'1s*dsmﬁuﬂszam%wamamnﬁgumau Ltasnnﬁfumau\lé’ﬂwﬁw%wamuﬁﬁwum (A2u
Asufauvaeilase , nsruIuNIS , waNAe , SEaTLIAIRLAASe)
mivmmuuagﬂ%’uﬂgqwam'ml,ﬁ'm LATHANISUSMNSANLE BNiaTuase dAu
WoulgaiunszuiunisuSulagunuuanu (auUna wazanunsolilagunda
2819520152) ngusravAlBeamsaasuavavans Ideidl uavdaiafiddny uay
NSLUIUNISBARIUNANITANTUIIUATNLNINIULAZEITT AT 1Ay vauavAns 19U
wnufiAn1sidndny ununsuiusniwensuana uesunimAllagadna 1udu
finnsusziiudseAnsuavasnisnumunazlfulgananisusuisanudes uaziin
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4.2 Pursues Improvement in Enterprise Risk Management
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4.3 Assesses Substantial Change

QU

(nsusziunisiasundasnidedAcy)

4

Usuifulwiidonisiaunmdunagns Wadedes-nszuiunisiinaiu
wadnSamuunuliianis wazUsudasunuuaiu(Monitoring & Review)
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Historical New technology

shortcomings  risk MANAGEMENT - PROCESS FLOW

Risk assessment Risk treatment
Ao Risks to Accept risk
Identify risk be treated ciy 3
Analyze risk > ::;)goar:i;s;
- . : |
Organizational Evaluate risk eecalation Peer
change comparison
Continous monitoring Risks/activities
Threats/ decided to
opportunities Follow-up be monitored
~ Compliance
€ assessments €
Communications

Risk appetite ) )
Risk categories



5. Information Communication &
Reporting (Yayad1sduina 115
29415 LATNISSIYNIUNG)

5. Information Communication &

Reporting

ENTERPRISE RISK MANAGEMENT

MISSION, VISION STRATEGY BUSINESS IMPLEMENTATION ENHANCED
& CORE VALUES DEVELOPMENT OBJECTIVE 7 & PERFORMANCE VALUE
FORMULATION 4

18. Leverages Information and Technology:
The organization leverages the entity’s information systems to support
enterprise risk management.

19. Communicates Risk Information:
The organization uses communication channels to support enterprise
risk management.

20. Reports on Risk, Culture, and Performance:
The organization reports on risk, culture, and performance at multiple
levels and across the entity.

Kk o a a @ a a a o 1 v v
INUNNISUSLHUNANUSZLAUUDNNISHIITUNNNLENIIN 3 29AUSYNaULIYIINAY

squludruvaenissisaiuanudss (avAdsenaun 20) ludruvaenisieisan nis

Uszifluwanisaruannialy wenisusuifiwBusigass wazdsuiiunvudaiiio

(Control Self Assessment)
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Process

NSTUIUNISTIYIURNANISUSHISAMNLA YN AINUNUIANISAITN
1dg4 Mitigation Plan) uagianssun1sAIuAn (Existing Control)
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Summary Report with Risk dashboard

i Boulu @

fisk Regort

ISK INCIDENTS DISTRIBUTIO!

1 TOTAL WORKSTREAMS

RISK MITIGATION

- gUULA DU 8a24%sn (Early
. Warning Suystem : EWS)
:- NI=UIUNTITTIUITUNSR
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5.1 Communicates Risk Information

(N15Ad15N15USKIsANLAENRNANS )

1) n1sfinuAnsEUIUNISNITLAZYoINIdluN1sAd190115USUITAIN
\devovans lunisadeanudanudals aruaszuinidasnisuiuis
AMUNLAEY $ITINTEUIUNI94152958dUN1550% Aruaszulnuay
wauadvaewinulwsownisusuisanudseaznisaiugunisly

2) nsdaarsuazadianudanudale aruaseuinidounisusuns
AU AELAZNI5AIUANN1ETUATIUARNNNNANYARINT LAZULEILNIY
\¥1vavarnadsy (Risk Owner) u,asé'u%wmﬁmﬁm%\i

3) n1sAednsuazafreniiuiainuidale aruaszuiniFounisuiuns
AuAsanazn1satugunsluy fuavasseduainudanudilanas
aruaszuriniiuluauimuneidivue uasdninUadiuun

4) nrsnunaunarU§ulgevesnilunisdedns farudaulavdu
NSTUIUNISWEIUIYAAINS UATAISWEIRINALUIASAINA 19U uwuns
uSmsmiwensyana unuwivninalulagadiva 1Judu

5) nsuszifiudssAnsuavasnniunou waznniunauldUsyadnduaniud
fmua (AuAsudIuwveetlade , nsruiunis , wanAn , srewlIai
IRIGEL)

5. Information Communication &
Reporting (Tayad1sauingd n15a8aa1s
I,Lazm‘zswmuwa)
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1)

2)

3)

4)

S)

n1sduuanszuunsWaussuuinalulada’wa Aaduayunszurunisusnis
ANuADY uaznsyuIunIsWaIuSsUULAausiaaeui (Early Warning System
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5. Information Communication &
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and Technology
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29AUTENBUNISIIUITLLAL AR IUNANITUSUITAIULEUY i
‘ Objective Settin |
- Objectives - lrwemorgy of - Risk
- Units of opportunities tolerances

1. 9IUUssAUANNTULsawaAa: Uiy lnsung uuiudivununainnie ‘

Event Identification \

- Inventory of risks

2. NI199199IUAIUAUREINTANTUITUAINUIAINITUTUITANULEYINATRUR \ Risk Assessment \

- Inherent -Risk . - Residual
risks. responses risks

3. nsiAzuidon/audassh wazkumiaiazussaisdiuuny R '

responses

‘ Control Activities |
- Outputs
- Indicators
----w------‘
Monitoring
------------'

wasnsseaiutlaglu uanIANluNuenaInisIaaiulagiu FTYIININTIAN TR
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- AndufianssuniuuaunIsaiisay - danTagdusunsvieluiui
LH#auN3awad Supply Chain uuu CRM 11 il.A. 57 Aweisnadidansaiad
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URNS 2.2.1 TUARTALAE | ANLUUNYNSSUATLWEUT TULABU N.W. 57
fianssuaframuduiud fu agent |udnada (dhevie)
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From manual works to IT

Project Results

Results  ResultsFiles  Fieldwork Reports  Supporting Workpapers

Issues Overall Risk Assurance €
By Issue Type By Severity
J v Expected Risk Score 180
Actual Risk Score 344
@ Deficiency @ High W Low

@ Significant Deficiency Medium
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Energy commodity prices

i - rtinfmonthly
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KRl = Impact

Impact

KRI and Risk Profile

RISk Profile

s

Depends on Likelihood

3 4 5 Likelihooc
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- = KRI and Risk Profile

RISk Profile

Impact

ozl :

Typical Customer Bill

==ratio of 12 month average to 5 yr average/monthly

4 Depends on Likelihood

KAl = Impact 1 2 3 4 5 Likelihooc
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Impact
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State economic conditions (Unemployment Rate)

—#—unemployment % rte

Depends on Likelihood

KAl = Impact 1 2 3 4 5 Likelihooc
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KRI
Dashboard

Risk Profile

Sepo

KRI Dashboard vs Rlsk Profile

——
High Medium

Performance cacy Owerall

KRI’s Energy Typical State ;::::::‘:I:f Success Rate Risk

Commodity | Customer | Economic Times Regarding Assessment
Prices Bill Conditions Regulatory
Exceeded in lssues
Last Year
Regulatory
Risk result |result | result result result result

9

4

3

©,

Depends on Likelihood

5

Likelihood
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Exercises Board Risk & internal Defines Desired Culture

1. Governance & Ne—

Culture el il I D Demonstrates Commitment to Core Values

Establishes Operating
“ Attracts, Develops, and Retains
structures N ) Capable Individuals \
Evaluates Alternative
L Analyzes Business
2. Strategy & Objectives Strategies
Setting Context Strategic Strategic

Defines Risk Appetite | J Formulates Business Objectives

M’

Identifies Risk , Prioritizes Risks n
Stakeholder S’

So—

3. Performance selects and develops contral Implements Risk Responses _Strategic J{_HR |

— LA ) [ Digital J[ 1A ]

Develops Portfolio View- Risk Correlation Map

Assesses Severity of Risk

B3 3
Reviews Risk and Performance ' L\
Strategic
Pursues Improvement in Enterprise Risk @ ALCCOC O BRI ‘

Management

& Portfolio view of Risk

4. Review & Revision

Communicates Risk Information Leverages Information and

Technology and Early warning m
Reports on Risk, Internal control. ‘
‘ CG system

Culture, and Performance

5. Information
Communication &
Reporting
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